
OpenBSD Firewall Config Cheatsheet 
 

Partitions: 

a, 500m, / 

b, 2x ram, swap 

d, 800m, tmp 

e, 1g, /var 

f, 8g, /usr 

g, all the rest, /home 

 

 

Sets: 

base3x.tgz 

etc3x.tgz 

man3x.tgz 

bsd 

 

Create user: 

adduser 

Take defaults for config of adduser 

Take default options for creating user 

/etc/group – add user into wheel 

 

Config: 
Turn off Sendmail 

rc.conf - sendmail_flags=NO 

crontab – crontab –e, comment out */30 * * * * /usr/bin/sendmail -L 

 

/etc/sysctl.conf 

 Uncomment net.inet.ip.forwarding=1 

 

/etc/rc.conf 

 pf = YES 

 

ifconfig <nic2> delete 

ifconfig <nic3> delete 

(leave nic0 as remote access) 

ifconfig <nic2> up 

ifconfig <nic3> up 

 

Note: the following command may not work, but if it doesn’t, skip and move on to 

setting the bridge up permanently below, and reboot. 
 

brconfig bridge0 add nic2 add nic3 up 

 

/etc/hostname.nic2 



 up 

 

/etc/hostname.nic3 

 up 

 

/etc/bridgename.bridge0 

 add nic2 add nic3 up 

 

 


