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1.1 - What is OpenBSD?

The OpenBSD project produces afreely available, multi-platform 4.4BSD-based UNIX-like operating
system. Our efforts place emphasis on portability, standardization, correctness, and security. OpenBSD

supports binary emulation of most binaries from SVR4 (Solaris), FreeBSD, Linux, BSDI, SunOS, and
HPUX.

1.2 - On what systems does OpenBSD run?

OpenBSD 2.7 runs on the following platforms:
« 1386 - CD bootable

« sparc - CD bootable

« hp300
 amiga

o Mac68k
e powerpc
e pmax

o Mvme68k

The ports for pmax, power pc are not included on the 2.7 CDs. They can be downloaded from any of the
OpenBD ftp sites.
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bootable means that OpenBSD will boot directly from the CD. The CD set will boot on several hardware
platforms. See section 3.0 of this FAQ for details of obtaining OpenBSD on CD.

Previous releases of OpenBSD aso had a port for:
« arc - This port was removed from the 2.4 release. Code can be found in OpenBSD 2.3.

o mvme838k
« apha- Itislikely this port will re-appear in the near future.

Multiprocessor support? See 8.12 for more info.

1.3 - Is OpenBSD really free?

OpenBSD isadll free. The binaries are free. The source isfree. All parts of OpenBSD have reasonable
copyright terms permitting free redistribution. This includes the ability to REUSE most parts of the
OpenBSD source tree, either for personal or commercial purposes. OpenBSD includes NO further
restrictions other than those implied by the original BSD license. Software which iswritten under stricter
licenses cannot be included in the regular distribution of OpenBSD. Thisis intended to safeguard the free
use of OpenBSD. For example, OpenBSD can be freely used for personal use, for academic use, by
government institutions, by non-profit making organizations and by commercial organizations.

For further reading on other popular licenses read: http://www.openbsd.com/policy.html.

The maintainers of OpenBSD support the project largely from their own pockets. Thisincludes the time
spent programming for the project, equipment used to support the many ports, the network resources
used to distribute OpenBSD to you, and the time spent answering questions and investigating users bug
reports. The OpenBSD devel opers are not independently wealthy and even small contributions of time,
equipment, and resources make a big difference.

1.4 - Why might | want to use OpenBSD?

New users frequently want to know whether OpenBSD is superior to some other free UNIX-like
operating system. That question is largely un-answerable and is the subject of countless (and usel ess)
religious debates. Do not, under any circumstances, ask such a question on an OpenBSD mailing list.

Below are some reasons why we think OpenBSD is a useful operating system. Whether OpenBSD is
right for you is a question that only you can answer.

o OpenBSD runs on many different hardware platforms.

« OpenBSD isthought of by many security professionals to be the most secure UNIX-like operating
system as the result of a 10-member 1.5-year long comprehensive source code security audit.

« OpenBSD isafull-featured UNIX-like operating system available in source form at no charge.

« OpenBSD integrates cutting-edge security technology suitable for building firewalls and private
network services in a distributed environment.
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« OpenBSD benefits from strong on-going development in many areas, offering opportunities to

work with emerging technologies with an international community of programmers and end-users.

OpenBSD offers opportunities for ordinary people to participate in the devel opment and testing of

the product.

1.5 - How can | help support OpenBSD?

We are greatly indebted to the people and organizations that have contributed to the OpenBSD project.
They are acknowledged by name here:

http://www.openbsd.com/donations.html

OpenBSD has a constant need for several types of support from the user community. If you find
OpenBSD useful, you are strongly encouraged to find away to contribute. If none of the suggestions
below areright for you, feel free to propose an alternative by sending e-mail to
mailto:donations@openbsd.org

Buy an OpenBSD CD. It includes the current full release of OpenBSD, and is bootable on many
platforms. It also generates revenue to support the OpenBSD project, and reduces the strain on
network resources used to deliver the distribution viathe Internet. Thisinexpensive two-CD set
includes full source. Remember, your friends need their own copy!

Donate money. The project has a constant need for cash to pay for equipment, network
connectivity, and expenses relating to CD publishing. Manufacturing CDs requires an up-front
out-of -pocket investment for the OpenBSD devel opers, without guaranteed return. Send e-mail to
donations@openbsd.org to find out how to contribute. Even small donations make a profound

difference.

Donate equipment and parts. The project has a constant need for general and specific hardware.
Items such as IDE and SCSI disks, and various types of RAM are always welcome. For other types
of hardware such as computer systems and motherboards, you should inquire as to current need.
Write to donations@openbsd.org to arrange for shipment.

Donate your time and skills. Programmers who enjoy writing operating systems are naturally
always welcome, but there are literally dozens of other ways that people can be useful. Follow
mailing lists and help answer new-user questions.

Help maintain documentation by submitting new FAQ material (to fag@openbsd.org). Form a
local user group and get your friends hooked on OpenBSD. Make a case to your employer for
using OpenBSD at work. If you're a student, talk to your professors about using OpenBSD as a
learning tool for Computer Science or Engineering courses. It's also worth mentioning one of the
most important ways you should not try to "help" The OpenBSD project: do not waste your time
engaging in operating system flame wars on Usenet newsgroups. It does not help the project to
find new users and can cause substantial harm to important relationships that developers have with
other developers.
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1.6 - Who maintains OpenBSD?

OpenBSD is maintained by a development team spread across many different countries. The project is
coordinated by Theo de Raadt, located in Canada.

[To Section 2.0 - Other OpenBSD information resources)

a www @openbsd.org
$OpenBSD: fagl.html,v 1.19 2000/05/15 21:52:30 ericj Exp $
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Table of Contents

o 2.1-Web Pages

e 2.2-Mailing Lists

o 2.3- Manual Pages
o 2.4 - Reporting Bugs

2.1 - Web Pages of Interest

The official website for the OpenBSD project is located at: http://www.openbsd.org/

A lot of valuable information can be found here regarding all aspects of the OpenBSD project.

Additional information for laptop users can be found at:
http://www.monkey.org/openbsd-mobile/

2.2 - Mailing Lists

The OpenBSD project maintains several popular mailing lists which users should subscribe to and follow. To subscribe to a
mailing list, send an e-mail message to majordomo@openbsd.org. That address is an automated subscription service. In the

body of your message, on asingle line, you should include a subscribe command for the list you wish to join. For example:
subscri be announce

The list processor will reply to you, asking for confirmation of your intent to join the list. The confirmation you send back to
the list processor will be included in its reply to you. It will look something like this:

aut h 90855167 subscri be announce you@xanpl e. com

Once you have confirmed your intent to join, you will be immediately added to the list, and the list processor will notify you
that you were successfully added.

To unsubscribe from alist, you will again send an e-mail message to majordomo@openbsd.org. It might look like this:

unsubscri be announce

If you have any difficulties with the mailing list system, please first read the instructions. They can be obtained by sending
an e-mail message to majordomo@openbsd.org with a message body of "help". These are the currently-available OpenBSD
mailing lists:

« announce - Important announcements. Thisis alow-volume list.

« tech - General technical discussions

e Misc - User questions and answers

« bugs- Bugs received via sendbug(1) and discussions about them.

« source-changes - Automated mailing of CV S source tree changes.

e ports- Discussion of the OpenBSD Ports Tree
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« advocacy - Discussion of advocating OpenBSD.

Archives of the OpenBSD mailing lists can be found by visiting the mailing lists web page:
http://www.openbsd.com/mail.html

Y ou can also get mail archives from http://www.monkey.org/cgi-bin/wilma or
http://www.geocrawler.com/lists/4/OpenBSD. These website contains searchable archives of the OpenBSD mailing lists.

Another mailing list that may be of interest is openbsd-mobile@monkey.org. Thismailing list is adiscussion of the use of
OpenBSD in mobile computing.

To subscribe to thislist use:
‘echo subscribe | mail " openbsd-mobile-request@monkey.org™

The archives for that can be found at: http://www.monkey.org/openbsd-mobile/archive/

2.3 - Manual Pages

OpenBSD comes with extensive documentation in the form of manual pages, as well aslonger documents relating to
specific applications. To access the manual pages and other documentation, be sure that you installed the man, misc, and
text distributions.

Hereisalist of some of the most useful manual pages for new users:
« afterboot(8) - things to check after the first complete boot
o boot(8) - system boot strapping procedures
« passwd.conf(5) - format of the password configuration file
» adduser proc(8) - procedure for adding new users
 adduser (8) - command for adding new users
 Vipw(8) - edit the pass word file
« man(1) - display the on-line manual pages
« sendbug(1) - send a problem report (PR) about OpenBSD to a central support site.
o disklabel(8) - Read and write disk pack label.
« ifconfig(8) - configure network interface parameters.
o route(8) - manually manipulate the routing tables.
 netstat(1) - show network status.
« reboot, halt(8) - Stopping and restarting the system.

« shutdown(8) - close down the system at a given time.
« boot config(8) - how to change kernel configuration at boot

Also, If you are one of the people who didn't install the man27.tgz package, you can find all the OpenBSD man pages on the
web at http://www.openbsd.org/cgi-bin/man.cgi.

In generd, if you know the name of a command or a manual page, you can read it by executing “man command'. For
example: “'man vi' to read about the vi editor. If you don't know the name of the command, or if ‘'man command' doesn't find
the manual page, you can search the manual page database by executing “apropos something' or “man -k something' where
something isalikely word that might appear in the title of the manual page you're looking for. For example:

bsd# apropos "tine zone"
tzfile (5) - tine zone information
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zdunp (8) - time zone dunper
zic (8) - tine zone conpiler

The parenthetical numbers indicate the section of the manual in which that page can be found. In some cases, you may find
manual pages with identical names living in separate sections of the manual. For example, assume that you want to know
the format of the configuration files for the cron daemon. Once you know the section of the manual for the page you want,
you would execute "man n command' where n is the manual section number.

bsd# man -k cron

cron (8) - daenon to execute schedul ed commands (Vi xie Cron)
crontab (1) - maintain crontab files for individual users (V3)
crontab (5) - tables for driving cron

bsd# man 5 crontab

In addition to the UNIX manual pages, there is a typesettable document set (included in the misc distribution). It livesin the
/usr/share/doc directory. If you also installed the text distribution, then you can format each document set with a "make' in
the appropriate subdirectory. The psd subdirectory is the Programmer's Supplementary Documents distribution. The smm
subdirectory is the System Manager's Manual. The usd subdirectory isthe UNIX User's Supplementary Documents
distribution. Y ou can perform your "'make' in the three distribution subdirectories, or you can select a specific section of a
distribution and do a “'make' in its subdirectory. Some of the subdirectories are empty. By default, formatting the documents
will result in Postscript output, suitable for printing. The Postscript output can be quite large -- you should assume
250-300% increase in volume. If you do not have access to a Postscript printer or display, you may also format the
documents for reading on aterminal display. In each Makefile you'll need to add the flag -Tascii to each instance of the
groff commands (or execute it by hand). Some of the documents use the ms formatting macros, and some use the me
macros. The Makefile in each document subdirectory (eg, /usr/share/doc/usd/04.csh/Makefile) will tell you which oneto
use. For example:

bsd# cd /usr/share/ doc/usd/ 04. csh
bsd# groff -Tascii -ns tabs csh.1 csh.2 csh.3 csh.4 csh.a csh.g > csh. txt
bsd# nore csh. txt

The UNIX manual pages are generally more current and trustworthy than the typesettable documents. The typesettable
documents sometimes explain complicated applications in more detail than the manual pages do.

For many, having a hardcopy of the man page can be useful. Here are the guidelines to making a printable copy of aman
page.

How do | display a man page source file? (i.e., one whose filename ends in a
number, like tcpdump.8).

Thisisfound throughout the src tree. The man pages are found in the tree unformatted, and many times through the use of
CVS, they will be updated. To view these pages simply :

# nroff -ndoc <file> | nore

How do | get a plain man page with no formatting or control characters?

Thisis helpful to get the man page straight, with no non-printable characters.
Example:

# man <command> | col -Db

How can | get a PostScript copy of a man page that's print-ready?

Note that <man_src_file> must be the man page source file (probably afile that endsin a number; i.e., tcpdump.8). The
PostScript versions of the man pages ook very nice. They can be printed or viewed on-screen with a program like gv
(GhostView). GhostView can be found in our Ports Tree.

# groff -ndoc -Tps <man_src_file> > outfile.ps

file:///C|/Documents and Settings/Administrator/My ...ments/2_0 - Other OpenBSD information resources.htm (3 of 6) [20/06/2000 14:42:57]


http://www.openbsd.com/faq/faq8.html#8.5
http://www.openbsd.com/ports.html

2.0 - Other OpenBSD information resources

2.4 - Reporting Bugs

Before submitting any bug report, please read http://www.openbsd.com/report.html

Proper bug reporting is one of the most important responsibilities of end users. Very detailed information is required to
diagnose most serious bugs. Devel opers frequently get bugs reports via e-mail such as these:

From joeuser @xanpl e.com
To: bugs@penbsd. org
Subj ect: HELP!!!

| have a PC and it won't boot!!!!ll [t's a 486!!1111

Hopefully most people understand why such reports get summarily deleted. All bug reports should contain detailed
information. If Joe User had really expects someone to help find this bug, he or she will supply more information...
something like this:

(Note: See report.html for more information on creating and submitting bug reports. Basically, detailed information about

your hardware is necessary if you think the bug isin any way related to your hardware or hardware configuration. Usually,
dmesg output is sufficient in this respect. Next, a detailed description of your problem is necessary.)

From smartuser @xanpl e. com
To: bugs@penbsd. org
Subject: 2.7 panics on an i 386

After installing QoenBSD 2.7 fromthe CD which | purchased via your outstandi ng
on-line ordering system | find that the system halts when using any network
utilities.

After booting with a bootdi sk and escaping to a shell. This is the

dnesg out put :

QpenBSD 2.7 (GENERI C) #690: Fri COct 29 16:32:17 NMDT 1999
der aadt @ 386. openbsd. org: /usr/src/sys/arch/i 386/ conpi | e/ GENERI C
cpu0: FOOF bug workaround installed
cpuO: Intel Pentium (P54C) ("Cenuinelntel"” 586-class) 120 Mz
cpuO: FPU, V86, DE, PSE, TSC, MSR, MCE, CX8

BIOS mem = 654336 conventional, 15728640 extended
real mem = 16384000
avail nmem = 11112448

usi ng 225 buffers containing 921600 bytes of nenory

mai nbusO (root)

bi 0sO at mai nbus0: AT/ 286+(63) BICS, date 08/ 20/ 96

bi 0s0: di skinfo 0xe055800c cksum en 1 memmap 0xe0558088 apm nfo 0xe0558134
apnD at bi osO: Power Managenent spec V1.1

apnD: battery life expectancy 95%

apnD: AC on, battery charge high, charging, estimated 1:27 m nutes

pci 0 at mai nbusO bus 0: configuration node 1 (no bios)

pchbO at pci 0 dev O function O "Toshiba (2nd ID) Host-PCl" rev Ox11

"Chi ps and Technol ogi es 65550" rev 0x04 at pci O dev 4 function O not confi gured
i sa0 at mai nbusO

i sadma0 at isa0
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wdcO at isa0 port Ox1f0/8 irq 14

wdO at wdcO channel O drive 0: <TOSH BA MK2720FC>

wd0: can use 16-bit, PIO node 4

wd0: 16-sector PIO LBA, 1296MB, 2633 cyl, 16 head, 63 sec, 2654280 sectors
sb0 at isa0 port 0x220/24 irq 5 drg 1: dsp v3.02

mdi 0 at sb0: <SB M DI UART>

audi o0 at sbO

opl 0 at sb0O: nodel OPL3

mdil at opl 0: <SB Yanaha OPL3>

wssO at isa0 port 0x530/8 irq 10 drqg 0: CS4232 (vers 63)

audi ol at wssO

pcppi 0 at isa0 port 0x61

m di 2 at pcppi 0: <PC speaker>

sysbeep0 at pcppi 0

npx0 at isa0 port OxfO/16: using exception 16

pcconD at isa0 port Ox3f8/8 irgq 4. nsl6550a, 16 byte fifo

pcconl at isa0 port 0Ox2f8/8 irq 3: nsl1l6550a, 16 byte fifo

pcconR: irq 5 already in use

vt0 at isa0 port 0Ox60/16 irq 1: generic VGA 80 col, color, 8 scr, nf2-kbd
pms0 at vtO irqgq 12

fdcO at isa0 port Ox3f0/6 irq 6 drgq 2

fdo at fdcO drive 0: 1.44MB 80 cyl, 2 head, 18 sec

pci cO at isa0 port 0x3e0/2 i omem 0xd0000O/ 16384

pcicO controller 0: <Intel 82365SL rev 1> has sockets A and B

pcnti a0 at pcicO controller O socket O

pcntial at pcicO controller O socket 1

ne3 at pcntial function O "Linksys, EtherFast 10/100 PC Card (PCWMPC100), " port
0x340/16 irq 9

ne3: address 00: e0: 98: 04: 95: ba

pcicO: irqgq 11

bi omask 4040 netmask 4240 ttymask 5a42

pctr: 586-cl ass performance counters and user-1level cycle counter enabl ed
dkcsum wdO matched BI OS di sk 80

root on wdOa

r oot dev=0x0 rr oot dev=0x300 r awdev=0x302

Thank you!
For more information on getting the dmesg(8) output from a floppy, read FAQ 14.7 and FAQ 4.5.

If Joe User had aworking OpenBSD system from which he wanted to submit a bug report, he would have used the
sendbug(1) utility to submit his bug report to the GNATS problem tracking system. Obviously you can't use sendbug(1)

when your system won't boot, but you should use it whenever possible. Y ou will still need to include detailed information
about what happened, the exact configuration of your system, and how to reproduce the problem. The sendbug(1) command

requires that your system be able to deliver electronic mail successfully on the Internet.

If you have submitted a bug report and you want to check its current status without annoying anyone, the best ways are:
« Visit the GNATS tracking system: http://cvs.openbsd.org/cgi-bin/wwwgnats.pl.

o Look inthe bugs@openbsd.org list archives: http://www.openbsd.org/mail.html.

[Back to Main Index] [To Section 1.0 - Introduction to OpenBSD] [To Section 3.0 - Obtaining OpenBSD]
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3.1 - Buying an OpenBSD CD

Purchasing an OpenBSD CD is generally the best way to get started. Visit the ordering page to purchase
your copy: http://www.openbsd.com/orders.html.

There are many good reasons to own an OpenBSD CD:
« CD sales support on-going development of OpenBSD.
« Development of a multi-platform operating system requires constant investment in equipment.
« Your support in the form of a CD purchase has areal impact on future development.
« The CD contains binaries (and source) for all supported platforms.

« The CD isbootable on severa platforms, and can be used to bootstrap a machine without a
pre-existing installed operating system.

« The CD isuseful for bootstrapping even if you choose to install a snapshot.
« Installing from CD isfaster! Installing from CD preserves network connectivity resources.

« OpenBSD CD's always come with very nice stickers. Y ou system isn't fully complete without
these. Y ou can only get these stickers by buying a CD set or donating hardware.

If you'reinstalling arelease version of OpenBSD, you should use a CD. Snapshot releases can only be
installed over the network.

3.1.1 - Buying OpenBSD T-Shirts

Y es, OpenBSD now has t-shirts for your wearing enjoyment. Y ou can view these at
http://www.openbsd.com/tshirts.html. Enjoy :)
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3.1.2 - Does OpenBSD provide an ISO image
available for download?

Y ou can't. The official OpenBSD CD-ROM layout is copyright Theo de Raadt, as an incentive for people
to buy the CD set. Note that only the layout is copyrighted, OpenBSD itself is free. Nothing precludes
someone else to just grab OpenBSD and make their own CD.

3.2 - Downloading via FTP or AFS

There are numerous international mirror sites offering FTP access to OpenBSD rel eases and snapshots.
AFS accessis also available. Y ou should always use the site closest to you. Before you begin fetching a
release or snapshot, you may wish to use ping and traceroute to determine which mirror site is nearest to
you and whether that nearest mirror is performing adequately. Of course, your OpenBSD release CD is
always closer than any mirror. Access information is here:

http://www.openbsd.com/ftp.html

3.3 - Obtaining Current Source Code

Source to OpenBSD isfreely redistributable and available at no charge. Generally the best way to get
started with a current source tree is to install the source from the most recent CD and then configure
AnonCV Sto update it regularly. Information about AnonCV S, including how to set it up, isavailable
here:

http://www.openbsd.com/anoncvs.html.

or check The OpenBSD FAQO

If you don't have sufficient network bandwidth to support AnonCVS, or if your Internet accessisvia
UUCP, you can still keep your source current by using CTM instead of AnonCVS. If that's your
situation, then starting with a recent release CD is even more important. Information about CTM,
including how to set it up, is available here:

http://www.openbsd.com/ctm.html.

Y et another alternative isto get the source code from the web. Y ou can do that through cvsweb at:
Http://www.openbsd.org/cgi-bin/cvsweb/

[Back to Main Index] [To Section 2.0 - Other OpenBSD information resources] [To Section 4.0 -
Installation Guide]

& www @openbsd.org
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e 4.1- Overview of the OpenBSD Installation Procedure.

e 4.2 - What files are needed for Installation?

e 4.3 - How much space do | need for an OpenBSD installation?

e 4.4 - Multibooting OpenBSD

« 4.5 - Sending your dmesg to dmesg@openbsd.org after the install

o My install haltsat MAKEDEYV all on my 1386 system with 8meg of RAM.

4.1 - Overview of the OpenBSD installation procedure

OpenBSD provides multiple ways of installing afresh OpenBSD system for multiple architectures. Thiswill give
almost everyone in most situations the chance to install an OpenBSD system. The separate ways of installing an
OpenBSD system are as follows:

o CD-ROM - For thisyou will need to have purchased an OpenBSD CD. Y ou can do so by going to
http://www.openbsd.com/orders.html. Thisis probably the easiest way of installing OpenBSD.

« FTP - Thisoption requires you know your |P, Netmask, Gateway, etc. If thisis so, there is an enormous list
of ftp mirrors around the world which make this a speedy way of getting OpenBSD on your system.

« DHCP - Thisoptionsisthe same as FTP except that your 1P, Netmask, Gateway and Nameservers are
retrieved from the DHCP server.

« Local Filesystem - This option alows you to install from files on a pre-existing filesystem. Support for
DOS, EXT2FS and FFS are included on the install disk.

« NFS- Thisalowsyou toinstall from files located on an nfs server. Read mount_nfs(8) for more
information.

All these methods of installation are available on ONE floppy disk. These disks can be downloaded directly from
any of the ftp mirrors. ( You can get alist of mirrors on http://www.openbsd.com/ftp.html. ) Each architecture has

their own disk, so make sure you get the correct disk for your architecture. A list of supported architectures can be
found in FAQ 1.

Here are detailed, complete walk-through guides of the installation process for 1386 and sparc architectures. Don't
forget to look at the INSTALL.i386 and INSTALL .sparc documents al so.

o install-i386.html for i386 architecture.
« install-sparc.html for spar ¢ architecture.

People using other architectures are urged to look at the INSTALL .arch document that comes with the OpenBSD
distribution for their architecture, as well as this generic installation walkthrough.
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Alpha architecture notes

Y our alpha must use SRM firmware, as opposed to ARC. With the alpha architechture you can install by booting
from the CD using CD2. Y ou can do this by using a command such as

boot -fi 2.6/alpha/bsd.rd dkaX

Use show deviceto find your CDROM drive identifier. If you are unable to boot from the CD, you can still use the
bootdisk provided at CD2: 2.6/al pha/floppy26.fs, and write it using the ways detailed above for the 1386
architecture. And again follow the install walkthrough guide.

4.2 - What files are needed for Installation?

There are many packages containing the OpenBSD binaries, but which ones do you need to get your system up and
running? Here is an overview of each package.

« base26.tar.gz - Has the base OpenBSD system Required

« €etc26.tar.gz - Hasall thefilesin /etc Required

« comp26.tar.gz - Has the compiler and its tools, libs. Recommended
« Mman26.tar.gz - Holds man pages Recommended

e Misc26.tar.gz - Holds misc info, setup docs

« game26.tar.gz - Has the games for OpenBSD

» Xbase26.tar.gz - Hasthe baseinstall for X11

« xfont26.tar.gz - Holds X11's font server and fonts

« Xlink26.tar.gz - Hasthe X serverslink kit

e XservZ6.tar.gz - Has X11's X servers

» Xshare26.tar.gz - Has manpages, locale settings, includes, etc for X
o bsd - Thisisthe Kernel. Required

4.3 - How much space do | need for an OpenBSD
Installation?

The following are suggested sub-tree sizes for afull system install. The numbers include enough extra space to
permit you to run atypical home system that is connected to the internet.

o For amultiuser system, you probably want to triple these values.

« If you plantoinstal asignificant amount of third party software, make your /usr parition large! At least
triple these values!

« For asystem that handles lots of email or web pages (stored, respectively, in /var/mail and /var/www) you
will want to make your /var partition significantly larger.

« For amultiuser system which may generate lots of logs, you will still want to make your /var partition
significantly larger (/var/log).
Asyou read this, keep in mind that /usr and /usr/X11R6 are usually both parts of the same filesystem, that is, /usr,
asthere is no big advantage to making them into separate filesystems.

SYSTEM / [ usr [ var [usr/ X11R6
al pha 56M 540M 27TM 161M
am ga 45M 399M 24M 36M
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hp300 31M 234M 24M 47M
i 386 35M 229M 24M 72M
mac68k 29M 232M 24M 36M
mvme68k 29M 232M 24M - (no Xserver)
prmax 50M 355M 24M 60M
sparc 40M 259M 24M 49M

When you are in the disklabel editor, you may choose to make your entire system have just an 'a (main filesystem)
and 'b' (swap) . The'a filesystem which you set up in disklabel will become your root partition, which should be
the sum of all the 3 main values above (/, /usr, and /var) plus some space for /tmp. The 'b' partition you set up
automatically becomes your system swap partition -- we recommend a minimum of 32MB but if you have disk to
spare make it at least 64MB. If you have lots of disk space to spare, make this 256MB, or even 512MB.

There are four main reasons for using separate filesystems, instead of shoving everything into one or two
filesystems:
« Security: You can mark some filesystems as 'nosuid’, 'nodev’, ‘'noexec’, ‘readonly’, etc..

« Stability: A user, or amisbehaved program, can fill afilesystem with garbage, if they have write
permissions for it. Your critical programs, which of course run on a different filesystem, do not get
interrupted.

« Speed: A filesystem which gets written to frequently may get somewhat fragmented. (Luckily, the ffs
filesystem, what OpenBSD uses, is not prone to heavy fragmentation.)

« Integrity: If onefilesystem is corrupted for some reason then your other filesystems are still OK.

4.4 - Multibooting OpenBSD (1386, alpha)

OpenBSD & NT

To multiboot OpenBSD and NT, you can use NTloader, the bootloader that NT uses. To multi-boot with NT, you
need a copy of your OpenBSD pbr. After running installboot, you can copy it something like this:

# dd if=/dev/rsdOc of =openbsd. pbr bs=512 count =1

Now boot NT and put openbsd.pbr in c.. Add aline like this to the end of c:\boot.ini:
c:\ openbsd. pbr =" OpenBSD"

When you reboot, you should be able to select OpenBSD from the NT |oader menu. There is much more
information available about NTloader at the NTLDR Hacking Guide.

OpenBSD & Windowsor DOS (i386)

To boot OpenBSD aong with Windows 3.1, Windows95, or DOS you must use a boot loader on the system that
can handle OpenBSD, Windows, and DOS! Some bootloaders of choice are osbs20b8.zip or The Ranish Partition

Manager. Both of these are able to boot OpenBSD partitions.

OpenBSD & Linux (i386)
Please refer to INSTAL L .linux, which gives indepth instructions on getting OpenBSD working with Linux.
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4.5 - Sending your dmesg to dmesg@openbsd.org after
the install

Just to remind people, it's important for the OpenBSD devel opers to keep track of what hardware works, and what
hardware doesn't work perfectly..

A quote from /usr/src/etc/root/root.mail

If you wish to ensure that QpenBSD runs better on your machi nes, please do us
a favor (after you have your mail system setup!) and type

dnmesg | mail dnmesg@penbsd. org
so that we can see what kinds of configurations people are running. W w |
use this information to i nprove device driver support in future rel eases.
(W woul d be nmuch happier if this information was for the supplied GENERI C
kernel; not for a custom conpiled kernel). The device driver informtion
we get fromthis helps us fix existing drivers.

Also check with section 14.7

Make sure you send email from an account that is able to also receive email so developers can contact you back if
they have something they want you to test or change in order to get your setup working. It's not important at all to
send the email from the same machine that is running OpenBSD, so if that machine is unable to receive email, just

dnesg | mail your-account @our mail.dom
and then forward that message to

dnesg@penbsd. or g
whereyour - account @our mai | . domisyour regular email account. (or transfer the dmesg output using
ftp/scp/floppydisk/carrier-pigeon/...)

NOTE - Please send only GENERIC kernel dmesg's. Custom kernels that have device drivers removed are not
helpful.

[Back to Main Index] [To Section 3.0 - Obtaining OpenBSD] [To Section 5.0 - Kernel configuration and Disk
Setup]
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e 5.1-Why do | need acustom kernel?
e 5.2 - Kernel configuration Options

e 5.3 - Building your own kernel

o 5.4 - Boot-time configuration

o 5.5 - Getting more verbose output during boot

e 5.6 - Using config(8) to change your kernel binary

5.1 - Why would | want to create my own custom kernel?

Several reasons, although this practice is generally geared towards knowledgeable users who have a good overall understanding of the system.
« Your computer has avery small amount of RAM and you want to preserve as much as possible by removing device drivers you don't use
« Remove default options or add options which may not have been enabled by default
» Enable experimental options

Under most circumstances you will NOT need to compile your own kernel. The GENERIC kernel will usually be al that you need. In fact, there are several reasons why you
do not want to create your own kernel. The main reason isthat it is very easy to make changes to the kernel configuration which look logical, but do not work. Thisis your
danger sign. If something does not appear to work properly, please try the GENERIC kernel before sending in a bug report.

5.2 - Kernel Configuration Options

Kernel Configuration Options are options that you add to your kernel configuration that place certain features into your kernel. This allows you to have exactly the support
you want, without having support for unneeded devices. There are multitudes of options that allow you to customize your kernel. Here we will go over only some of them,
those that are most commonly used. Check the options(4) man page for amore complete list of options. Y ou can also check the example configuration files that are available

for your architecture.

Not all kernel options have been tested for compatibility with all other options. Don't put an option in your kernel unless you actually have areason to do so! The one kernel
configuration which gets the most testing isthe GENERIC kernel. Thisis usually a combination of the options in /usr/src/sys/arch/<your arch>/conf/GENERIC and
{usr/src/sys/conf/GENERIC.

o AlphaKernel Conf Files
o 386 Kernel Confiquration files
« mac68k Kernel Configuration files

o pmax Kernel Configuration Files
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sparc Kernel Configuration Files
Other Arch's

Look closely at these files and you will notice aline like:

include" ../../../conf/GENERIC"

Thismeans that it is referencing yet another configuration file. Thisfile stores non arch-dependent options. So when creating your Kernel Config be sure to look through
/sys/conf/GENERIC and see what you want. There ARE options in there that are NEEDED.

All of the options listed below should be placed in your kernel configuration file in the format of:

option OPTION

for example. To place option debug in the kernel, add aline like this:

option DEBUG

Optionsin the OpenBSD kerndl are trandlated into compiler preprocessor options, therefore an option like DEBUG would have the source compiled with option -DDEBUG.
Which is equivalent to doing a#define DEBUG throughout the kernel.

OpenBSD has a great many compatibility options which allow you to use binaries from other OS's. Not al are availibly on every architechture, so be sure to read the man
pages for each option to seeif your arch is supported.

COMPAT_ SVRA4(8) - Compatibility with SV R4 binaries.

COMPAT BSDOS(8) - Compatibility with BSD/OS hinaries.

COMPAT LINUX(8) - Compatibility with Linux binaries.

COMPAT_SUNOS(8) - Compatihility with SunOS binaries.

COMPAT_ULTRIX(8) - Compatibility with Ultrix binaries.

COMPAT FREEBSD(8) - Compatibility with FreeBSD binaries.

COMPAT_HPUX - Compatibility with HP-UX binaries. Only available on some m68k arch's.
COMPAT 1BCS2(8) - Compatihility to run ibcs2 binaries.

COMPAT_OSF1 - Run Digital Unix binaries. Available only on Alpha platform.
COMPAT_43 - Compatibility with 4.3BSD. Use of thisis certainly discouraged, But it is needed for our Navigator port
COMPAT_11 - Compatibility with NetBSD 1.1

COMPAT_NOMID - Compatihility with a.out executables that lack a machineid.

It is aways helpful to be able to debug problems with the kernel. But many choose not to put these optionsin their kernel because these options add considerable size to the
kernel. They are however extremely helpful in a case where a bug might be present. Thiswell help the developers discover the source of your problems much quicker. Hereis
alist of popular debugging options that can be added to your kerndl.

DDB - This compilesin the in-kernel debugger. Thisisn't available on al platforms. So be sure to read before adding it.
KGDB - Compiles aremote kernel debugger using gdb's “remote target™ feature.

makeoptions DEBUG="-g" - Makes bsd.gdb along with bsd. Thisis useful for debugging crash dumps with gdb. NOTE: This option aso turns on option DEBUG
DEBUG - Used to put various debugging options in the kernel, where the source has defined them.
KTRACE - Adds hooks for the system call tracing facility. Which allows users to use ktrace(1).

DIAGNOSTIC - Adds code to the kernel that does internal consistency checks.
GPROF - adds code to the kernel for kernel profiling with kgmon(8).

makeoptions PROF="-pg" - The -pg flag causes the kernel to be compiled with support for profiling. Option GPROF is required to use this option.

file://IC|/Documents and Settings/Administrator/My Documents/5_0 - Kernel configuration.htm (2 of 9) [20/06/2000 14:48:18]


http://www.openbsd.org/cgi-bin/cvsweb/src/sys/arch/sparc/conf/
http://www.openbsd.org/cgi-bin/cvsweb/src/sys/arch/
http://www.openbsd.org/cgi-bin/cvsweb/src/sys/conf/GENERIC
http://www.openbsd.org/cgi-bin/man.cgi?query=compat_svr4&sektion=8&apropos=0&manpath=OpenBSD+Current
http://www.openbsd.org/cgi-bin/man.cgi?query=compat_bsdos&sektion=8&apropos=0&manpath=OpenBSD+Current
http://www.openbsd.org/cgi-bin/man.cgi?query=compat_linux&sektion=8&apropos=0&manpath=OpenBSD+Current
http://www.openbsd.org/cgi-bin/man.cgi?query=compat_sunos&sektion=8&apropos=0&manpath=OpenBSD+Current
http://www.openbsd.org/cgi-bin/man.cgi?query=compat_ultrix&sektion=8&apropos=0&manpath=OpenBSD+Current
http://www.openbsd.org/cgi-bin/man.cgi?query=compat_freebsd&sektion=8&apropos=0&manpath=OpenBSD+Current
http://www.openbsd.org/cgi-bin/man.cgi?query=compat_ibcs2&sektion=8&apropos=0&manpath=OpenBSD+Current
http://www.openbsd.org/cgi-bin/man.cgi?query=ddb&sektion=4&format=html
http://www.openbsd.org/cgi-bin/man.cgi?query=gdb&sektion=1&format=html
http://www.openbsd.org/cgi-bin/man.cgi?query=ktrace&sektion=1&format=html
http://www.openbsd.org/cgi-bin/man.cgi?query=kgmon&sektion=8&format=html

5.0 - Kernel configuration

Filesystem Options.

FFS - Berkeley Fast Filesystem NOTE: Thisoption is required

EXT2FS - Second Extended File System, Thisis needed for those of you who want to read Linux partitions.

MFS - Memory File System that stores files in swapable memory.

NFS - Network File System, Thisis needed if you will be using NFS.

CD9660 - Thisisiso9660 + rockridge filesystem. Thisisrequired to read from cd's

MSDOSFS - Needed to read MS-DOS FAT filesystems. Also has support for Windows 95 long name + mixed case extensions.
FDESC - Includes code for afile system which can be mounted on /dev/fd

KERNFS - Includes code which permits the mounting of a special file system (normally mounted on /kern) in which files representing various kernel variables and
parameters may be found.

NULLFS - Code to have aloopback filesystem. mount null(8) has more information

PROCEFS - Includes code for a special file system (conventionally mounted on /proc)
PORTAL - Includes the (experimental) portal filesystem. This permitsinteresting tricks like opening TCP sockets by opening filesin the file system.

UMAPEFS - Includes aloopback file system in which user and group ids may be remapped -- this can be useful when mounting alien file systems with different uids
and gids than the local system (eg, remote NFS).

UNION - Includes code for the union file system, which permits directories to be mounted on top of each other in such away that both file systems remain visible.
This code isn't quite stable yet.

XFS - Add hooks for using a filesystem that is compatible with the AFS filesystem. Currently used by the Arla/ AFS code.
LFS- Log Structured Filesystem.

FFS_SOFTUPDATES - Allows for the use of softupdates. To read up on softupdates more read the Softupdates FAQ section.
NFSSERVER - Allow for the server-side NFS code to be included in the kernel.

NFSCLIENT - Allow for the client-side NFS code to be included in the kernel.

FIFO - Support for FIFO's.. RECOMMENDED.

NVNODE=integer - Where integer is the size of the cache used by the name-to-inode translation routines, (a.k.a. the namei() cache, though called by many other
names in the kernel source).

EXT2FS SYSTEM_FLAG - This option changes the behavior of the APPEND and IMMUTABLE flags for afile on an EXT2FS filesystem. Read options(4) for more
details.
QUOTA - Support for Filesystem Quota's. To read up on using quotas read FAQ 10

. Options

PCIVERBOSE - Make the boot process more verbose for PCI peripherals.

EISAVERBOSE - Make the boot process more verbose for EISA peripherals.

PCMCIAVERBOSE - Make the boot process more verbose for PCMCIA peripherals.

APERTURE - Provide in-kernel support for VGA framebuffer mapping by user processes. Needed to run X.
XSERVER - Support for the X server console driver. Needed for X.

LKM - Support for Loadable Kernel Modules. Not available on all arch's. Read |km(4) for more information.
INSECURE - Hardwires the kernel security level to -1. Read init(8) for more information on kernel security levels.
MACHINE_NONCONTIG - Changes part of the VM/pmap interface, to alow for non-contiguous memory.
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RAM_DISK_HOOKS - Allows for machine dependent functions to be called when the ramdisk driver is configured.

RAM_DISK_IS ROOT - Forces the ramdisk to be root.

CCDNBUF=integer - Set number of component buffers used by CCD(4). Default is 8. For more on CCD read the CCD(4) man page, or the Performance Tuning FAQ
section.

KMEMSTATS - This makes malloc(9), the kernel memory allocator keep statistics on its use. If option DEBUG is used, this option is automatically turned off by
config.

BOOT_CONFIG - Adds support of the -c boot option.

Networ king Options
Also check the Networking FAQ or the Networking Performance Tuning FAQ.

GATEWAY - Enables IPFORWARDING and (on most ports) increases the size of NMBCLUSTERS.
NMBCLUSTERS=integer - Controls the size mbuf cluster map.

IPFORWARDING - Enables IP routing behavior. With this option enabled, the machine will forward | P datagrams between its interfaces that are destined for other
machines.

MROUTING - Includes support for P multicast routers.

INET - Includes support for the TCP/IP protocol stack. This option is REQUIRED

MCLSHIFT=value - This option is the base-2 logarithm of the size of mbuf clusters. Read options(4) for more information on this option.
NS - Include support for the Xerox XNS protocol stack. See ns(4)

ISO,TPIP - Include support for the ubiquitous OSI protocol stack. See iso(4) for more information.

EON - Include support for OS| tunneling over IP.

CCITT,LLC,HDLC - Include support for the X.25 protocol stack.

IPX, IPXIP - Include support for Internetwork Packet Exchange protocol commonly in use by Novell NetWare.

NETATALK - Include kernel support for the AppleTak family of protocols.

TCP_COMPAT _42 - Use of this option is extremely discouraged, so it should not be enabled. TCP bug compatibility with 4.2BSD. In 4.2BSD, TCP segquence
numbers were 32-bit signed values. Modern implementations of TCP use unsigned values.

TCP_NEWRENO - Turns on NewReno fast recovery phase, which alows one lost segment to be recovered per round trip time.
TCP_SACK - Turns on selective acknowledgements.

TCP_FACK - Turns on forward acknowledgements allowing a more precise estimate of outstanding data during the fast recovery phase by using SACK information.
This option can be used together with TCP_SACK.

IPFILTER - This option enables the I P filtering on the packet level using the ipfilter package.

IPFILTER_LOG - This option, in conjunction with IPFILTER, enables logging of 1P packets using ip-filter.

IPFILTER_DEFAULT_BLOCK - Thisoption sets the default policy of ip-filter. If it is set, ip-filter will block packets by default.

PPP_FILTER - This option turns on pcap(3) based filtering for ppp connections.

PPP_BSDCOMP - PPP BSD compression.

PPP_DEFLATE - Used in conjunction with PPP_BSDCOMP.

IPSEC - This option enables | P security protocol support. See ipsec(4) for more details. This now implies option KEY, which gives support for PFKEY v2.
ENCDEBUG - This option enables debugging information to be conditionally logged in case IPSEC encounters errors.

TCP_SIGNATURE - TCP MD5 Signatures, for BGP routing sessions
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PCVT Options (only valid on i386 architecture)

o PCVT_NSCREENS=integer - Number of pcvt screens. Defaults to 8.
« PCVT_VT220KEYB - If activated, a keyboard layout resembling a DEC VT200 (TM) is generated.
« PCVT_SCREENSAVER - Enables the builtin screensaver feature. Defaults to on.
o« PCVT_PRETTYSCRNS- If enabled, ablinking-star screensaver is used. Default is off.
o PCVT_CTRL_ALT_DEL - If enabled, the key combination <Ctrl> <Alt> <Del> invokes a CPU reset. Default is off.
« PCVT_USEKBDSEC - Do NOT override a security lock for the keyboard. Default is on.

o PCVT_24LINESDEF - If enabled, the 25-line modi (VT emulation with 25 lines, and HP emulation with 28 lines) default to 24 lines only to provide a better
compatibility to the original DEV VT220 (TM).

« PCVT_EMU_MOUSE - Emulate a three-button mouse via the keypad. Useful for notebooks when running X Free86. Defaults to off

« PCVT_META_ESC - If enabled, a sequence composed of <esc>, followed by the normal key code is emitted if akey is pressed with the <Alt> key modifier. If
disabled, then normal key code with the value 0x80 added is sent. Defaults to off.

SCSI Subsystem Options
o SCSITERSE - Terser SCSI error messages. This omits the table for decoding ASC/ASCQ info, saving about 8 bytes or so.
« SCSIDEBUG - Prints extra debugging info for the SCSI subsystem to the console.

5.3 - Building your own kernel

Full instructions for creating your own custom kernel are in the afterboot(8) man page.

To compile your kernel from the cdrom you need to first have the source code available. Y ou just need the kernel source to be able to compile the kernel, and this source code
isavailable on the cd. Here is how to copy the sources from the cd. This example assumes that CD1 is mounted on /mnt.

# nkdir -p /usr/src/sys
# cd /mmt/ sys
# tar cf - . | ( cd /usr/src/sys; tar xvf - )

Now to create your custom kernel it is easiest to start with the GENERIC kernel. Thisislocated at /usr/src/sys/arch/${arch}/conf/GENERIC, where ${ arch} isyour
architecture. There are other sample configurations available in that directory as well. Here are two examples for compiling your kernel. The first example is compiling your
kernel on aread-only source tree. The second on a writeable source tree.

# cd /somewhere

# cp /usr/src/sys/arch/ $ARCH conf/ SOVEFI LE .
# vi SOVEFI LE (to rmake the changes you want)
# config -s /usr/src/sys -b . SOVEFI LE

# make depend

(The above step is necessary when you have made any changes [i ncl udi ng updates
and patches] to your kernel source tree. This step can be ignored
if you follow the next step.)
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OR

# make cl ean

(The above step is necessary if you make changes to your kernel configuration
options, and is al so recomended if you make maj or updates to your source tree.
You can ignore this step otherw se, and just use 'nake depend'.)

# make

To compile akernel inside awriteable source tree do the following:

# cd /sys/ arch/ $ARCH conf

# vi SOVEFI LE (to rmake any changes you want)

# config SOVEFI LE (read nore about it here : config(8))
# cd ../ conpil e/ SOVEFI LE

# make

Where $ARCH isthe architecture you are using (e.g. i386). Y ou can also do a make depend to make the dependencies for the next time you compile your kernel.

To move your kernel into place.

# cp /bsd /bsd.old
# cp /sys/arch/ $ARCH conpi | e/ SOVEFI LE/ bsd / bsd

To revert to your old kernel at boot you need to just
boot > bsd. ol d

and your old kernel will be loaded instead of /bsd.

Sometimes when you build anew kernel you will be required to install new bootblocks. To do so, read fag14.8 on OpenBSD's Bootloader. Which will give you an overview
on using OpenBSD's Bootloader

5.4 - Boot Time Configuration

Sometimes when booting your system you might notice that the kernel finds your device but maybe at the wrong IRQ. And maybe you need to use this device right away.
Well, without rebuilding the kernel you can use OpenBSD's boot time kernel configuration. Thiswill only correct your problem for one time. If you reboot, you will have to
repeat this procedure. So, thisis only meant as atemporary fix, and you should correct the problem by fixing and recompiling your kernel. Y our kernel does however need
option BOOT_CONFIG inthe kernel, which GENERIC does have.

Most of this document can be found in the man page boot_config(8)

To boot into the User Kernel Config, or UKC, at boot time us the -c option.
boot > boot wdOa:/bsd -c

Or whichever kerndl it is you want to boot. Doing thiswill bring up a UK C prompt. From here you can issue commands directly to the kernel specifying devices you want to
change or disable or even enable.

Hereisalist of common commandsin the UKC.
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5.0 - Kernel configuration
add device - Add a device through copyi ng anot her
change devno | device - Mddify one or nore devices
di sabl e devno | device - Disable one or nore devices
enabl e devno | device - Enable one or nore devices
find devno | device - Find one or nore devices
help - Short summary of these commands
list - List ALL known devices
exit/quit - Continue Booting
show [attr [val]] - Show devices with an attribute and optional with a specified val ue

Once you get your device configured, use quit or exit and continue booting. After doing so you should correct your Kernel configuration and Compile a new kernel. Refer to
Building your own kernel for help.

5.5 - Getting more verbose output during boot

Getting more verbose output can be very helpful when trying to debug problems when booting. If you have a problem wherein your boot floppy won't boot and need to get
more information, simply reboot. When you get to the "boot>" prompt, boot with boot -c. Thiswill bring you into the UKC>, then do:

UKC> ver bose

aut oconf verbose enabl ed
UKC> qui't

Now you will be given extremely verbose output upon boot.

5.6 - Using config(8) to change your kernel

With 2.6 came the introduction of the -e and -u options with config(8). These options can be extremely helpful and save wasted time compiling your kernel. The -eflag

allows you to enter the UKC or User Kernel Config on arunning system. These changes will then take place on your next reboot. The -u flag tests to seeif any changes were
made to the running kernel during boot. Meaning you used boot -c to enter the UKC while booting your system.

The following example shows the disabling of the ep* devices from the kernel. For safety's sake you must use the -0 option which writes the changes out to the file specified.
For example : config -e -0 bsd.new /bsd will write the changes to bsd.new. The example doesn't use the -0 option, therefore changes are just ignored, and not written back to
the kernel binary. For more information pertaining to error and warning messages read the config(8) man page.

$ sudo config -e /bsd
QpenBSD 2.6 (GENERI C) #1: Tue Nov 16 21:25:10 EST 1999
eri cj @shi bana: /usr/src/sys/arch/i 386/ conpil e/ GENERI C
warni ng: no output file specified
Enter 'help' for information
ukec> ?
hel p Command help |ist
add dev Add a device
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base 8| 10] 16 Base on | arge nunbers

change devno| dev Change devi ce

di sable attr val | devno| dev Di sabl e device

enable attr val|devno|dev Enabl e devi ce

find devno| dev Fi nd device

list Li st configuration

i nes count # of lines per page

show [attr [val]] Show attribute

exi t Exit, wi thout saving changes

qui t Quit, saving current changes
ukc> i st

audi o* at sbO| sb*| gusO| pasO| sp0| ess*| wssO| wss*| ynt | eap*| eso*| sv*
m di* at sbO| sb*| opl *| opl *| opl *| ynt| mpu*
nsphy* at xe*|ef*|sf*|xI*|tl*|rl*|fxp* phy -1
i nphy* at xe*|ef*|sf*|xlI*|tl*|rl*|fxp* phy -1
i ophy* at xe*|ef*|sf*|xlI*|tl*|rl*|fxp* phy -1
exphy* at xe*|ef*|sf*|xI*|tl*|rl*]|fxp* phy -1
riphy* at xe*|ef*|sf*|xl*|tl*|rl*|fxp* phy -1
i csphy* at xe*|ef*|sf*|xI*|tl*|rl*|fxp* phy -1
sgphy* at xe*|ef*|sf*|xI*|tl*|rl*|fxp* phy -1
ukphy* at xe*|ef*|sf*|xlI*|tl*|rl*|fxp* phy -1
10 scsi bus* at

bt O] bt 1| bt 2| aha0| ahal| aha*| ahb*| ahcO| ahc*| ahc*|i sp*| ai c0| ai c*| ncr *| adv*| adw*| sea0| uhaO| uhal| uha*| wdsO| at a